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Committee Secretary 
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8 April 2011 
 
 
Re: Inquiry into Criminal Intelligence 
 
We thank the Committee for this opportunity to make a submission. This submission will 
touch on several of the matters under inquiry but will particularly focus on the issue of 
criminal intelligence and the appropriateness of using it as a tool to aid in controlling the 
activities of criminal organisations and their members. As we are not constitutional 
lawyers, we will not discuss the issue of constitutional validity of the legislation referred 
to in this submission. 
 
South Australian legislation and criminal intelligence 
 
In this submission we will use the term “criminal intelligence” to mean information 
relating to actual or suspected criminal activity the disclosure of which could reasonably 
be expected to prejudice criminal investigations, enable the discovery of the existence or 
identity of a confidential source of information relevant to law enforcement or endanger a 
person's life or physical safety.  
 
We are aware of three areas in which South Australian legislation allows the use of 
criminal intelligence (defined in this way) to inform courts or other decision-making 
authorities in the course of their functions. They are: 
 
a) Under the Serious and Organised Crime (Control) Act 2008, in relation to the making 

of declarations of organisations, the issue or variations of control orders against 
members of declared organisations and the issue or variation of certain public safety 
orders. In the former case, no information that the Commissioner classifies as 
criminal intelligence and provides to the Attorney-General for the purposes of his 
consideration of the making of a declaration may be disclosed to any person unless 
authorised by the Act or the Commissioner (s.13). In the case of control orders and 
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public safety orders, criminal intelligence can be presented to the court by the Police 
Commissioner in support of an application, and the court must take action to prevent 
its disclosure through, for instance, hearings in camera or even absent the parties 
(ss.21, 29). This non-disclosure obligation includes disclosure to the subject (the 
organisation and its legal representative in the case of a declaration; the defendant and 
his or her legal representative in the other circumstances). As a result, it is possible 
that a declaration, a control order or a public safety order could be issued without its 
subject being made aware of the information relied upon in the making of that 
decision and without being given an opportunity to contest that information. 
 

b) Under the Liquor Licensing Act 1997, in relation to the issue or transfer of a liquor 
licence, the taking of disciplinary action against a person or the approval of crowd 
controllers for licensed premises. The Commissioner of Police must have an input 
into the decisions of the licensing authority (s. 51A(3)); he or she may also intervene 
in proceedings before a licensing authority for the purpose of introducing evidence, or 
making submissions, on any question before the authority, such as whether a person is 
a fit and proper person or whether to grant the application would be contrary to the 
public interest (s.75A). Section 28A provides for the non-disclosure of criminal 
intelligence by anyone involved in the relevant licensing or other proceedings in those 
circumstances. If a matter ends up in court, it is the court that makes a determination 
as to whether the information is criminal intelligence. 
 

c) Under the Summary Offences Act 1953, in relation to the issue of fortification 
removal orders (under Part 16) and under the Development Act 1993, in relation to the 
issue of permission to construct or develop a property that may involve the creation of 
fortifications. In neither of these Acts does the term ‘criminal intelligence’ appear. 
The Summary Offences Act, however, refers to ‘confidential information’ provided by 
the Police Commissioner as a basis for a court decision to issue a fortification 
removal order and defines it in the same terms as “criminal intelligence” is defined in 
the Serious and Organised Crime (Control) Act 2008 (s.3) and the Liquor Licensing 
Act 1997(s.4). It empowers the Court to protect such information from disclosure 
(s.74BB(5)). The Development Act implies the use of criminal intelligence by giving 
the Police Commissioner a role in assessing whether a development application that 
the development authority has reason to believe may involve the creation of 
fortifications in fact does. If the Police Commissioner makes that determination, the 
development authority must act on it by either refusing to approve the development or 
putting conditions on that approval (see s.37A). In looking at the issue of whether a 
development application involves the creation of fortifications, the Police 
Commissioner will inevitably use criminal intelligence to determine whether a 
criminal organisation or individual is involved and what role they play (if this 
information were readily available to the development authority, there would be no 
need to refer the issue to the Police Commissioner). The Act provides that the 
Commissioner is the respondent in any appeal against the development authority’s 
decision (s.37A(7)), but itself imposes no restrictions on disclosure in those 
proceedings of the intelligence the Commissioner relied upon to make his 
determination.  
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There may well be other South Australian laws that involve the use of criminal 
intelligence but these will suffice for the purpose of this submission. 
 
Why use criminal intelligence? 
 
One of the uses of criminal intelligence is to inform policing strategies and enable police 
to predict and perhaps therefore to prevent the occurrence of crime. Keeping the 
community safe and preventing crime have long been accepted as legitimate and 
expected police functions. However, the usual methods of gathering intelligence about 
criminal groups and activities via surveillance and informants are subject to error and 
possible misuse. Procedures for managing informants or for covert listening (including 
oversight by senior officers and judicial officers) may help to test the veracity of 
intelligence but cannot rule out the risk of false positives, that is, mistakenly identifying 
an individual’s character or behaviour as indicative of criminal intent.  While it is 
commonplace that such information may evolve into evidence suitable for legal 
proceedings, a tension also arises between the need to know about a potential criminal 
activity and its prevention – since action that prevents a criminal act may also expose the 
fact that intelligence gathering is taking place. This may lead to tolerance of some level 
of harm in the interest of knowing about the group and/or behaviour of interest. 
 
Criminal organisations such as outlaw motorcycle gangs have acquired a reputation for 
intimidation and violence against those who threaten their interests. The need for police 
to protect their human sources of information, and indeed victims of intimidation, is 
therefore a real one, and underpins requirements for non-disclosure of criminal 
intelligence in contexts where criminal intelligence needs to be shared with authorities 
outside policing agencies, such as administrative authorities and courts. 
 
The tension between the use of criminal intelligence and the rule of law 
 
There is clearly a tension between non-disclosure of criminal intelligence and the 
‘general part’ of criminal law - the rules, principles, doctrines and procedures that 
underpin the substantive ‘special part’ of criminal law that sets standards and imposes 
sanctions for their breach. This ‘general part’ has been built up over the last couple of 
centuries to ensure the special part’s legitimacy. One of these is the requirement for 
proof of fault or responsibility , represented by the maxim ‘innocent until proven 
guilty’. This principle is embodied in Article 14.2 of the International Covenant on Civil 
and Political Rights [ICCPR] to which Australia is a party. What follow from that 
principle are rules about what can constitute evidence in a criminal trial, rules that relate 
to acceptable sources and the quality of information put before the court. Much of that 
evidence will have started its life as ‘criminal intelligence’, but the rules of evidence do 
constrain the extent to which collected intelligence can constitute evidence in a court of 
law. It also follows from the requirement to prove guilt that the accused should have the 
right to contest the case against him or her and that, of course, means the right to know 
the evidence before the court that concerns his or her role in the offence and to call 
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witnesses in his or her defence. Again this right is embodied in international law - see 
Article 14.3 of the ICCPR, especially paragraphs (a), (d) and (e). 
 
The rights under Article 14 of the ICCPR are about criminal matters. Insofar as this 
Convention relates to rights in relation to non-criminal legal matters, it states that all are 
equal before the law and are entitled without any discrimination to the equal protection of 
the law (Article 26).  
 
Where then should the line be drawn between ensuring that laws are efficient and 
effective and that they are implemented fairly and equitably? The approach reflected in 
the ICCPR suggests that there is a fundamental difference between criminal and civil 
matters in terms of the seriousness with which the consequences of each for the civil 
liberties of those affected by them are viewed. 
 
This in turn suggests that it is wholly appropriate to make distinctions as to the proper 
role of criminal intelligence in different contexts. The basis for these distinctions rests on 
the consequences for the civil liberties of those affected under each of the laws in which 
criminal intelligence can be used. Laws that enable the exercise of the state’s penal 
powers and that may have the effect of depriving a person of fundamental human 
liberties, we argue, should be underpinned by much more stringent conditions on the use 
of criminal intelligence than laws that relate to administrative matters (discussed later in 
this submission). The former laws should as a matter of course give precedence to 
fairness and equity over efficiency and effectiveness, and by so doing confirm the 
significance of general principles of criminal law in our liberal democratic legal tradition. 
 
The Serious and Organised Crime (Control) Act 2008 
 
The provisions of the Serious and Organised Crime (Control) Act 2008 give criminal 
intelligence a significant role both in the Attorney-General’s determination about whether 
to declare an organisation and in the court’s determination about whether to impose a 
control order on an individual (such as a member or associate of a member of a declared 
organisation). The consequences for individuals of the making of declarations and the 
issue of control orders are very serious. Declarations create an obligation on the court to 
impose a control order on a person the subject of an application for such an order by the 
Police Commissioner, although after the High Court’s decision in The State of South 
Australia v Totani & Anor [2010] HCA 39, it is clear that amendments will be required to 
this provision. In limiting associations by controlled persons, control orders effectively 
deprive their subjects of everyday liberties which we all enjoy (communication with our 
friends, neighbours and possibly sometimes families). Even though an order itself is 
‘civil’, a breach attracts a criminal penalty of imprisonment for up to 5 years, and the 
intention behind the breach is irrelevant (that is, there need not have been any intention to 
communicate for the purpose of planning or engaging in crime). Control orders stay in 
force unless and until revoked. Furthermore, control orders may also have collateral 
impacts on those who share a home life with a controlled person (including children) by 
placing restrictions on who may visit the home and the events outside the home that may 
be attended by the family unit, and through the surveillance of communications 
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equipment used within the home. A control order may therefore inadvertently restrict the 
day-to-day activities of those who legitimately associate with the controlled person.  
 
Declarations, too, have an immediate effect on each member of the declared organisation, 
even if not subject to a control order. The criminal associations offence of the Act (s.35) 
makes it an offence punishable by up to five years imprisonment for anyone to associate 
with a member of a declared organisation or a person who is the subject of a control order 
six or more times in a twelve month period. (s.35(6)). This provision therefore severely 
restricts the ability of members to create or participate in relationships other than those 
specifically excepted (such as their closest family members, work colleagues and persons 
associated with their rehabilitation). It is also to be expected that the declaration of an 
organisation will promote the issuance of public safety orders that limit the mobility of its 
members (s.23), given that risk to public safety and security is both a reason for 
declaration (s.10(1)) and one of the criteria for exercising the public safety order power 
(s.23 (2)). 
 
The question then is whether in this context the use of criminal intelligence that is not 
able to be disclosed to or contested by the subjects of declarations and control orders is 
appropriate, or whether it ‘tips’ this law into the terrain of inconsistency with established 
legal principles concerning fairness and equity before the courts. We would submit that 
because of the serious consequences of these laws, the latter is indeed the case.  
 
Are there ways to mitigate these effects by changes to the Act? 
 
There may be alternative ways of going about the process of allowing the use of criminal 
intelligence in this context that may mitigate to some extent this inconsistency with the 
rule of law. In Queensland an effort has been made in its Criminal Organisation Act 2009 
to balance the rights of defendants against the problem of a leakage of intelligence that 
might endanger informants. Under the Qld Act, a Criminal Organisation Public Interest 
Monitor (COPIM) is appointed, whose job it is to test and make submissions to the court 
about the appropriateness and validity of applications, including applications to declare 
certain information to be criminal intelligence (Qld Act s 86). The COPIM is usually 
allowed to see most of the criminal intelligence put before the court (s.77). However, it 
should be noted that the COPIM is subject to non-disclosure requirements just like other 
recipients of this information, and in fact does not have full access to information about 
police informants (see ss. 77(4) and 82).  
 
The appointment of such a monitor, having powers to challenge the intelligence 
submitted by the Police Commissioner, including by way of questions and cross-
examination of witnesses (s.89 of the Qld Act), would be one way to ensure that criminal 
intelligence is of substantive force (and not simply anecdotal material from unreliable 
sources). However, it is not a full solution to the issue of protecting a defendant’s rights 
under the Act in a way consistent with the rule of law and Australia’s international 
obligations, for a couple of reasons. First, the COPIM is not an advocate for the 
defendant but instead really stands in a position of trust for the public interest in general. 
Second, even with such monitoring, prejudice and stereotypes may more easily creep 
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(albeit inadvertently) into secret ‘criminal intelligence’ than into information that must, 
by conforming to court rules and proving plentiful and strong enough to withstand testing 
and contesting by those most affected by it in a transparent curial process, merit the 
description of ‘evidence’ sufficient for a prosecution.  
 
Going ahead with this legislation? 
 
There are other reasons, too, why we might consider that applying a bandaid solution to 
the criminal intelligence problem of the South Australian Serious and Organised Crime 
(Control) Act 2008 is not the best way to proceed. These are that the Act itself has 
inherent problems. Two suggest themselves as particularly important. First, Justice Hayne 
in the High Court case of Totani stated, in relation to the Act’s application to an OMG 
member, that “the freedom of association of a defendant may be restricted where neither 
the executive nor the judicial branch has made any determination about what he or she 
has done, intends to do, or is likely to do in connection with ‘serious criminal activity’” 
(para. 215)  Many commentators, including eminent lawyers, have argued that what this 
and other similar laws in fact do is allow the state to take pre-emptive action (through 
declarations and control orders) against those it suspects, but perhaps cannot prove, of 
involvement in serious crime, on the basis of their identities rather than their actions.1 In 
other words, it introduces ‘status offences’. The principle that there should be ‘no 
punishment without law’ (nulla poena sine lege) – that is, that one cannot be punished for 
doing something that is not prohibited by the law at that time - underpins our legal system 
and status offences, in their focus on criminal type rather than criminal conduct, offend 
this principle. In our submission, status offences are inappropriate in a society such as 
ours that claims to be human rights compliant and to respect the rule of law.  
 
Second, the legislation brings within its ambit all members (defined broadly) of a 
declared organisation rather than targeting only the criminal elements within it. It 
disregards functions that such organisations play in the life of their members other than as 
incubators of criminality and includes in its scope any members who are not involved in 
criminal activity, as well as associates of members. This lack of appropriate targeting of 
laws is clearly regarded as unreasonable, even draconian, by those targeted, as the 
formation of the SA United Motorcycle Council and various public protests by 
motorcycle club members attest. Even if we put aside those objections as self-interested, 
we should note that inappropriate targeting can do society at large a disservice by 
bringing laws into disrepute and diminishing the legitimacy of law’s agents. The 
counterproductive results may be more difficulty in securing general compliance with the 
law and reductions in police efficiency. 
 
Alternative ways to skin a cat – crime prevention for organised crime 
 
Given the South Australian government’s interest in preventing organised crime (and 
crime by outlaw motorcycle gangs in particular), there are other ways to ‘skin the cat’ 

                                                 
1 See for example S. Bronitt and B. McSherry, Principles of Criminal Law, 3rd ed, Thomson Reuters, 2010; 
A. Loughnan, “The Legislation We Had to Have? The Crimes (Criminal Organisations Control) Act 2009 
(NSW),” Current Issues in Criminal Justice (2009) 20(3): 457-465.  
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that might avoid the problems of the Serious and Organised Crime (Control) Act 2008. 
We will consider particularly the use of civil laws and processes to prevent organised 
crime, which is presently attracting strong attention around the world. The liquor 
licensing and fortifications provisions cited above are good examples of civil or 
administrative decision making that can prevent crime. These decisions relate to 
employment opportunities and the design of buildings rather than crime per se, but have 
flow-on effects.  
 
We submit that it is generally acceptable to use criminal intelligence to inform 
administrative authorities who are charged with making decisions, at least where those 
decisions are challengeable, even where the content of that criminal intelligence is not for 
disclosure to the subject of the intelligence. This is because of the less serious 
consequences that such decisions generally have for their subjects, compared with 
decisions that attract criminal sanctions. Non-compliance with decisions of the liquor 
licensing and development authorities, for example, do not result in prison sentences but 
rather in fines or other action such as the suspension or revocation of liquor licences or 
the removal of fortifications by police at the expense of the owner. While the inherent 
potential for criminal intelligence used in administrative decisions to contain errors may 
still result in unfairness, that unfairness is of a different magnitude to decisions about 
criminal matters. However, safeguards are still likely to be warranted. These could 
involve giving power to the relevant administrative authorities and/or the relevant 
appellate courts to make the final determination as to whether information is sufficiently 
substantive to constitute criminal intelligence (perhaps on the basis of the extent to which 
the information is corroborated). Both the Liquor Licensing Act 1997 (s.28A) and the 
Summary Offences Act 1953 (s.74BB) give courts this role with respect to the criminal 
intelligence before them. 
 
The Dutch administrative approach to organised crime  
The South Australian liquor licensing and fortifications provisions are similar to what is 
known in Europe as the ‘administrative approach’ to organised crime prevention. In the 
Netherlands, administrative authorities that issue licences and permits, grant subsidies 
and consider tenders for public contracts are empowered in legislation to use their powers 
to prevent the incursion of organised crime into certain areas or industries – see the 
Public Administration Probity in Decision-Making Act of 2003. This is a kind of 
‘situational crime prevention’ based on the idea that the screening and monitoring of 
applicants for licenses, permits, subsidies and public contracts will both increase the 
effort required by, and reduce the rewards for, organised criminal involvement in the 
activities to which these licences etc. relate, and make it harder for criminal organisations 
to carry out criminal plans. When making a decision, administrative authorities can ask 
the BIBOB Bureau of the Dutch Ministry of Justice for assistance. This Bureau has 
access to secured sources such as police files and the Tax and Customs Administration. 
The Bureau may check the antecedents of the applicant and his or her associates and 
business relationships and pass this information to the authorities.2  

                                                 
2 For further information about the Dutch legislation, see More government control on integrity of 
organisations and companies, Press release by the Netherlands Ministry of Security and Justice, 2 June 
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One New Zealand preventive approach to gangs 
In Wanganui New Zealand, the Wanganui District Council (Prohibition of Gang 
Insignia) Act 2007 came into force in September 2009. It banned the display of gang 
insignia in specified places designated by Council by-law. Breach attracted a hefty fine. 
Gang insignia covered any representation that denotes membership of, affiliation with or 
support for a gang, including clothing. The police reported in mid-2010 that they believe 
the by-law had acted as an effective deterrent to gang activity, with the number of gang 
members falling by an estimated 15% in one year. Thirteen prosecutions for breach of the 
by-law occurred between September 2009 and May 2010, and prosecutions then 
declined.3  
 
It should be noted that there was fierce opposition to the ‘patch’ law. A legal challenge to 
the validity of the Wanganui by-law in December 2009 in the District Court was 
unsuccessful, but in March this year a challenge to the by-law by a Hells Angels member 
was upheld by the High Court on the basis of inconsistency with national laws including 
the right to freedom of expression. The bylaw did not specify in which public places the 
ban applied – had it done so, the result may have been different. The Council are 
considering redrafting the law to make it more geographically limited and thus less open 
to challenge. 
 
Boryokudans and Japanese civil processes 
In 1991 Japan introduced the ‘Act on Prevention of Irregularities by Boryokudans’ (now 
known as the Anti-Boryokudan Act). That Act is designed to interrupt Yakuza 
involvement in civil society and requires police to work closely with Prefectural Public 
Safety Commissions, local organizations that have powers to issue, on the application of 
a victim of Boryokudan activity, administrative orders based on the Anti-Boryokudan 
Act.4 Those orders can, for example, require Boryokudans (Yakuza) to cease and desist 
from unjust and violent demands, cease forcible recruitment of juveniles to join the gang, 
or prevent the use of premises for Boryokudan offices. Fines and/or imprisonment for 
short periods are the penalties for breach of these injunctions. “Prefectural Centres to 
Promote Movements for Elimination of Boryokudan” have also been set up as nucleii for 
the anti-Boryokudan campaign. Each centre operates in concert with the local bar 
association and the police to establish a “Study Group of Violation for Citizens”. This 
study group promotes the exchange of information on Boryokudan violence, undertakes 
civil litigation support and assists with other measures which alleviate damage and unjust 
demands from Boryokudan members. The Centres also assist Boryokudan members who 
wish to leave the organization. 
 

                                                                                                                                                  
2003, available at http://english.justitie.nl/currenttopics/pressreleases/archives2003/More-government-
control-on-integrity-of-organisations-and-companies.aspx . 
3 See Policing Fact Sheet: Wanganui District Council (Prohibition of Gang Insignia) Act 2009, July 2010, 
available at http://www.police.govt.nz/wanganui-district-council-prohibition-gang-insignia-act-2009. 
4 See the National Policing Agency White Paper on Police 2009 available at 
http://www.npa.go.jp/english/index.htm. 
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Lawsuits by private citizens may be instituted under the civil law of Japan. They may 
seek compensation for injuries suffered because of Boryokudan activity or they may 
request the court to order that Boryokudans vacate certain premises or stop using them 
for gang activities. Citizens have been surprisingly happy to use the opportunities 
afforded by these laws.5 Article 715 and 719 of the civil law (employer’s responsibility 
and collective-illegal-acts responsibility respectively) also provide for vicarious liability 
on behalf of those in charge of these organisations. This civil mechanism is not wholly 
preventive, but there is some evidence that it has had a chilling effect on Boryokudan 
activities, particularly their public activities. For example, after a civil action by residents 
forced the Ichiriki-ikka in Hamamatsu to stop using a building as a gang office, the gang 
disbanded, due to the damage to its credibility.6  
 
Japanese citizens who take on the Boryokudan through civil processes are often provided 
with personal protection by the police. If any of these kinds of processes were to be 
adopted in Australia, there would be a need to put in place procedures for the protection 
of complainants, as well as for the use of criminal intelligence. The allocation of 
responsibility for members’ actions to the leaders of criminal organisations in these 
contexts (vicarious liability) has not been tried in Australia and is also a strategy worthy 
of contemplation.7 
 
Conclusion 
 
In this submission we have sought to highlight that civil processes such as the ones 
discussed above can be effective in the fight against organised crime. Backed up by 
criminal offences including conspiracy and the usual array of policing powers, civil 
processes can make a valuable contribution to controlling and preventing organised crime 
and would not attract the same condemnation and challenges as have been directed at the 
Serious and Organised Crime (Control) Act 2008. In particular, using criminal 
intelligence to inform authorities that make administrative decisions about licensing, 
procurement etc. can prevent organised criminal activity indirectly through limiting the 
involvement of criminal groups in public life, and generally will not seriously undermine 
civil liberties in the same way or to the same extent as laws with penal consequences that 
allow the use of such intelligence, although some safeguards may still be desirable.  
 
More generally, where anti-association laws have been used (for example in the Societies 
Ordinance in Hong Kong) in response to (semi-public) forms of organized crime, 
unintended effects such as displacement and amplification have been observed.8 

                                                 
5 Personal communication with Yuichi Noi, NPA of Japan, Counsellor Embassy of Japan Canberra, and 
Akira Okamoto, Prosecutor, Tokyo District Public Prosecutors Office, February 28, 2011. 
6 See Peter B. E. Hill, The Japanese Mafia: Yakuza, Law and the State, Oxford University Press, 2003. 
7 Elsewhere we have reviewed the array of countermeasures presently available in Australasia: see 
forthcoming, Ayling, J. and R. Broadhurst, [n.d.], ‘Responding to organized crime in Australia and New 
Zealand’, in L. Paoli (ed.), Oxford Handbook of Organized Crime, Oxford: OUP, available on request from 
the authors. 
8 For further, see Broadhurst, R.G. and K.W. Lee, ‘The Transformation of Triad ‘Dark’ Societies in Hong 
Kong: The Impact of law enforcement, and socio-economic and political change’, Security Challenges, 
(2009) Vol. 5 [4], pp 1-38. 
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Membership activities are disguised as a response to such laws but the criminal reputation 
of the group is enhanced. Thus measures such as the civil processes outlined above offer 
greater promise in minimizing such unintended effects. 
 
Thank you for this opportunity to present our submission. We would be happy to provide 
more information or attend in person should the Committee require it. 
 
 
 
Professor Roderic Broadhurst,     Ms Julie Ayling,  
Deputy Director     Associate Investigator 
roderic.broadhurst@anu.edu.au    julie.ayling@anu.edu.au  
Telephone: +61 2 6125 4665    +61 2 6125 6035 
Australian Research Council Centre of Excellence in Policing and Security (CEPS) 
Regulatory Institutions Network 
Australian National University 
 
 

                                                                                                                                                  
 


